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Madrid’s Cybersecurity Strategy
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CITY’s Cybersecurity Strategy 2023-2027
Main Objectives

1. Develop a Cybersecurity 
Governance, Risk and 
Compliance model for the 
City

2. Improve the protection of 
City Digital Services

4. Promote Training, Awareness 
and CYBER culture for the City

3. Strengthen the City's
monitoring, detection and 
response capabilities
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City council: organizational chart
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General 
Coordination 

Mayor’s Office

Local Government Areas using common IT infrastructure & 
services

Local Government 
owned companies

National Cyber 
Authorities 

(CCN/CNPIC)

Local Government Areas with 
own IT/OT

Private Sector

Madrid 
Cybersecurity 

“Cluster”

Other cities (FEMP, 
RECI, Eurocities)

Spain CERT 
Network (RNS)

Citizens

Cyber researchers + 
Hacking Community

Service 
Providers

R&D, Collaboration

Coordination
Collaboration, 

Exchange

Collaboration, 
Exchange

-Digital Services 
Users

-Cyber Awareness

Responsible 
Vulnerability Disclosure

Coordination, 
Collaboration

Collaborate on cyber for lightning, 
traffic lights, Security cameras, etc.

-Information and Services Responsible
-Digital Services users

Universities

R&D, 
Collaboration

Digital Office

Digital  StrategyCoordination

Municipal IT Infrastructures & Services provided by Informática del Ayuntamiento de Madrid (IAM)

Public Servant 
Communities

Collaboration

Collaboration
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• Website and Social Networks

• https://madrid.es/ciberseguridad

• https://twitter.com/ccmad21

• Participating in conferences:

• Jornadas CCN-CERT

• RootedCON

• C1b3rwall (Escuela Nacional de Policía)

• Congreso CNIS

• Red Española de Ciudades Inteligentes

• Eurocities

• Women4cyber

More info

https://madrid.es/ciberseguridad
https://twitter.com/ccmad21
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Head of Cybersecurity Centre
Coordination

-Government & Strategy
-Planning
-Training & Awareness

Department 
RedTeam

-Vuln auto discovery
-Manual hacking
-RedTeam

Department
Engineering

-Architecture & 
Technologies
-Security Requirements
-Secure Configuration
-SLDC

Department
SOC

-Digital surveillance
-Log management
-Alert management
-Response
-Threat Hunting
-CIBERCRISIS

Department  
Compliance

-Compliance ENS, IICC
-Compliance RGPD
-Normative
-Risk Management
-Third-Party Risk

Operations:
-Flow control FWs
-Interconnections
-Remote Access
-Secure Browsing

Department 
Network Security

Administrative Support
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1. Cybersecurity strategy ALIGNED with city digital transformation strategy

2. CISO as a senior executive with RESOURCES

3. CISO near the trenches

4. COLLABORATE, COLLABORATE, COLLABORATE

KEY INSIGHTS
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