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AGREEMENT BETWEEN THE MADRID CITY COUNCIL AND THE UNIVERSIDAD 
POLITECNICA DE MADRID (UPM) FOR THE APPLICATION OF SMART CITY 

TECHNOLOGIES IN MUNICIPAL AND CITY SERVICES FOR THE PERIOD 2024-2028
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Basado en la cuádruple hélice de la inovacción
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Public administration
• Municipal areas
• Public companies
• Regional and national 

goverments

Civil society/users
• Citizens
• Civil servants
• NGOs and associations

Research and Education
• Universities and R&D centres
• Professional education
• Primary and High schools

Business
• Service providers
• Technology vendors
• Urban equipment 

manufacturers
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Context
• City Intelligence Strategy promoted by Madrid Digital Office.

• Smart (sustainable, secure and equitable) cities are powered by technologies such as IoT, Digital Twins, 
5G, Edge Computing, Big Data, AI and XR.

• Transversal approach to all the challenges of a large city: mobility, energy, economy, public services, 
employability and citizen participation. 

• Based on appropriate security measures (blockchain, SIEM and IDS, etc).

• Disruptions and innovations demand prior analyses before scalability in the set of municipal services.

• Common and interoperable framework for sensors, actuators and other specific elements deployed in 
the city's infrastructures, equipment and facilities.

• Data Model and Data Spaces that guarantee the unequivocal interpretation and sharing of information, 
facilitating data management by the different municipal services in order to improve efficiency and 
service quality. 
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Goals
• Harmonize future smart city implementations. 

o Identify open, neutral and interoperable IoT protocols and data models: technical requirements.
o Enable interaction among municipal services.

• Boost Public-Private Innovation towards optimization and competitiveness:
o Technological providers: devices, platforms, solutions, 5G operators.
o Municipal services providers: management, applications, city platform.
o Citizens: end user engagement & gamification.
o Training and education: new skills for students and unemployed.
o GovTech: digital government transformation.

• Smart Urban Spaces as living labs:
o Laboratory environment (Phase 0).
o University campus controlled environment (Phase 1).
o Real urban environment (Phase 2).
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SCOPE - Areas of action

Notas del ponente
Notas de la presentación
Añadir flechas entre los servicios para ilustrar la interoperabilidad



Timeline

Madrid-UPM 
Agreement 

Focused on IoT for 
Smart Cities

July 2022

January 2023
IoTMADLab 

facilities 
set-up

Indoor and 
Outdoor 

laboratories

IoTMADLab 
oficial 

inauguration
Website launch

March 2023

July 2023
Addendum to the 

agreement 
inclusión of 5G 

and Cybersecurity 
groups

Publication of 
IoT Network 

reference 
architecture

November 2023

January 2024
Start of 

Mobilities4EU 
Project

Mercamadrid 
Smart Urban 

Space

First implementation 
in Valdemingomez 
Smart Urban Space

April 2024

October 2024
Madrid-UPM new 

Agreement
City Intelligence 

Lab



Technology Working Groups
Internet of Things  5G  Cybersecurity  Data/AI

City Challenges
• Connected vehicle

• Decarbonized cities

• Zero Energy Buildings

• Digital Twin

• Drones

Smart Urban Spaces
• Mercamadrid

• Valdemingomez

• Casa de Campo

• (up to 21 city districts)

Government
• Joint Commission

• Executive Commitee

• Technical Office

Impact actions
• National and international 

projects

• Degree Awards

• Employment courses

Collaboration
• Industry participation
• Education and Research
• International network

Flow chart



Indoor Laboratory: testbed and control panel



Outdoor Laboratory: Smart space in a controlled area



VR/AR Laboratory: Digital Twin development



IoT Network Reference Architecture



5G/6G

Collaborative work: between Madrid 
City Digital Office and ETSI Telecomm -
UPM
Global focus: Deployment of a 5G 
private network aligned with the 
transformation strategy of Madrid 
Capital Digital (5G Agenda).
Real implementation: Application of 5G 
(5G+/6G) technologies in municipal 
services and services for citizens



5G/6G
Vehicle mobility in mmWaves

The proposed network architecture is based on the use of Repeater Nodes:
• Amplify-&-Forward - Layer 1.
• Decode-&-Forward - Layer 2.
• Working band: 26 GHz.
Tests and measurements on a fleet of municipal buses aims to use the deployed commercial
5G network and verify the improvement in data traffic and passenger quality of service through
the use of the Decode-&-Forward Repeater Node.
To respond to one of the main limitations of the current broadband connectivity solutions
in mobility, proposed in 5G.

Remote production of digital content

• MPE: Video mixer/mixer.
• vCE: Multimedia content compression and adaptation engine.
• Optimization based on reinforcement learning and content analysis.
• Contribution via 5G (wireless) network.



5G/6G

• Use case: dynamic control of a fleet of drones from the analysis 
of their video channels.

• Problem: drones have low computational capacity.
• Possible alternative: processing and control from a centralized 

platform.
• Requirements: drone-platform communications must have high 

bandwidth, reliability and low latency.
5G Ultra-Reliable Low-Latency Communication - 5G URLLC

Drone control and operation platform
Intelligent fusion of local stakeholders in remote 

environments

• The user controls the position of the virtual camera so there is 
free navigation through the scene.

• Virtual views (not captured by real cameras) are synthesized 
using the information captured by the real cameras.

• Several virtual camera paths can be described 
simultaneously over the same live content.



Cybersecurity

IoT devices and communications 5G environments

Cyber-situational awareness

Collaborative work: between Madrid City (CCMAD) and UPM.
Global focus: cybersecurity threats in all IoT layers within a Smart City.
Real implementation: theoretical analysis and experimental validation in EUIs.



Cybersecurity

 Cryptography (primitives, schemes and 
protocols)

 Secure identification
 IoT cryptographic sensors and devices

 Cybersecurity issues related to IoT devices 
and advanced 5G wireless 
communications technologies.

• Theoretical-practical analysis of the IoTMADLab architecture
• Definition and integration of a Cybersecurity Checklist
• Definition of security tests on devices and experimental validation of IoT devices, 

gateways and IoT Platforms
• Analysis of security challenges and threats in 5G networks
• Design and deployment of virtualised tests
• Validation of risk management using ontologies
• Study of AI-based intrusion detection application for attack prevention and 

response



Cybersecurity



Data/IA

Cyber-situational awareness

• Advanced data analysis to study the evolution over time of city uses and their representation 
through digital twins, virtual reality and augmented or extended reality (XR). 

• Generation of Data Spaces that guarantee the unequivocal interpretation and sharing of 
information.

• Aligned with Madrid AI Itinerary

ETHICS

Respecting and guaranteeing adherence to
ethical principles and values.

LEGALITY

Ensuring compliance with all applicable laws
and regulations.

ROBUSTENESS

Both from a technical and social point of view,
since AI systems, even if the intentions are
good, can cause accidental damage.

Client



Smart Urban Spaces in Madrid city 



SUS#1 Casa de Campo

Outdoor exercise facilities

Parks and green areas

Mobility cameras

Parking areas

Waste bins and cans

VR digital twin experience

Street lighting fixtures

Citizens interaction

Integration in a 5G corridor
Bike lane



SUS#1 Casa de Campo



SUS#2 Valdemingomez



SUS#3 MercaMadrid



Challenges

Connected Vehicle

Decarbonized cities Digital Twin

DronesZero Energy Buildings



Industry and International support

Notas del ponente
Notas de la presentación
Terminar hablando sobre la replicación de la iniciativa, creación de la red de laboratorios



Stakeholders benefits
Local government: IoT digital infrastructure harmonization.
Technological vendors: alignment with a technical definition.
Service providers: management capacity and competitiveness boost.
Municipal areas: provider agnostic (higher competency and 
transparency).
Research and academia: new collaboration and funding opportunities.
Citizens: engagement and co-creation enabling.
Education: digital and future skill courses and capacities.
International community: network of IoT living labs.
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